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ALTERNATIVE TO IMPLANT AN  INTRUS DETECTION SYSTEM

by César de la Torre

Abstract

There are many techniques to prevent a security breakup in the systems 

like Intrusion Detection System, Honeypots and Firewalls. Firewalls are 

the most commonly known method to prevent hacking in to the system. 

Firewall can be of software and hardware types of protection. Following 

example  demonstrates  how  to  secure  a  network  with  a  combination  of 

routers  and  a  Cisco  Secure  PIX  Firewall.  There  are  three  levels  of 

defense (two routers and the PIX Firewall) and logging set up to a syslog 

server  (Linux  implemented)  to  aid  in  identifying  potential  security 

attacks. A typical hacker attack is not a simple, one-step procedure. It 

is rare that a hacker can get online or dial up on a remote computer and 

use only one method to gain full access. It is more likely that the 

attacker will need several techniques used in combination to bypass the 

many layers of protection standing between them and root administrative 

access. Therefore, as a security consultant or network administrator, you 

should be well versed in these occult techniques in order to thwart them.
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