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Overview

“* Preliminaries about zk-SNARKSs

<+ Our Algorithms

+» Benchmarks

< |dentifiable security
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Definitions ZK-proof

<+ Prover (knowing secret witness) can convince Verifier of a statement x

< Zero Knowledge

oV gains no information about the witness
<+ Subversion Zero Knowledge E

o Zero knowledge, also when the srs is subverted ' X A
<+ Knowledge Soundness ‘v‘ P

iSRS

o P cannot convince V without knowing witness
<+ Updatable Knowledge Soundness u W
o Knowledge soundness in the updatable srs setting
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What is a zk-SNARK

<+ Zero-Knowledge Succinct Non-interactive Arguments of Knowledge

«» Zero Knowledge
(=l

<* Knowledge Soundness -
iy g

“» SRS sampled by a trusted third party
<+ 3 algorithms: (SG, P, V)
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What is a Subversion zk-SNARK

<V generates SRS

+* P checks well-formedness of SRS

“» Multiple Verifiers:
- MPC protocol: 1-out-of-n

< 4 algorithms: (SG, SV, P, V)
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What is an Updatable zk-SNARK

<+ Distribute the setup

<+ Updatable Knowledge Soundness:

o If one update is honest ﬂ A a

“» Subversion zero knowledge: ‘

o prover checks the final SRS Vi
For well-formedness SRSy SRS SRSZ 4 SS; 8 57s: ¥)

A

P

< Universal \y
- Can be used for any circuit T

< 5 algorithms: (SG, SU, SV, P, V)
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SRS algorithms

X SG(d) — (ST'SO, Ho)




SRS algorithms

X SG(d) — (STSO, Ho)

< SU (S”I”Si_l, {H]};:)) = (srs;, I1;)




SRS algorithms

“» SG(d) — (srsg, )

< SU (S”I”Si_l, {H]};:)) = (srs;, I1;)




SRS algorithms

X SG(d) — (ST'SO, Ho)

< SU (S”I”Si_l, {H]};:)) = (srs;, I1;)

< SV (srsi, {Hf}i':o’ party) - 1/1

Prover




SRS algorithms

X SG(d) — (STSO, Ho)

< SU (S”I”Si_l, {H]};:)) = (srs;, I1;)

< SV (STSi, {Hf}jeo’ party) - 1/1

Verifier




SRS algorithms

X SG(d) — (ST'SO, Ho)

< SU (S”I”Si_l, {H]};:)) = (srs;, I1;)

< SV (srsi, {Hf}i':o’ party) - 1/1

“ P(R,srs;,x,w) »1/m




SRS algorithms

X SG(d) — (STSO, Ho)

< SU (S”I”Si_l, {H]};:)) = (srs;, I1;)

< SV (STSi, {Hf}jeo’ party) - 1/1
“ P(R,srs;,x,w) »1/m

“* V(R,srs;,x,m) - 0/1
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Popular Updatable zk-SNARKSs

«» Sonic
» Plonk

«» Marlin

+» LunarLite

+»» Basilisk

-> Pairing-based with the shortest proofs




Popular Updatabl~ ~*

«» Sonic
» Plonk

«» Marlin

+» LunarLite

+»» Basilisk

‘ L] L]
- Counting Vampires

o Shorter m at cost of larger srs
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Our contributions

“» Setup Algorithms for 5 popular Updatable zk-SNARKs
o Implementation and practical comparison

< Different SV algorithms for P and V
<+ Batched versions of SV (BSV)
<+ Altered Marlin SRS

o AGM does not cover attacks like hash-to-curve

< |dentifiable security in updatable SRS model

KU LEUVEN - COSIC 16 of 35




Our general strategy

<+ Subversion Zero-Knowledge
o SV that checks well-formedness final SRS

<+ Updatable Knowledge Soundness
o SV that checks the correctness of intermediate proofs and final SRS

< Split IT into
o TI1499 : Aggregated elements for well-formedness
o ™4 : Individual proof for each update (not needed for P)

» Batched verification to improve efficiency
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Maths Notation

«» Additive bracket notation:

< in group G, (for ¢ € {1,2,T}):
lal; = al1];

<+ Bilinear pairing:

G1XG, - Gr:lal; «[b], = lab]r
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Plonk SRS Generation (SG)

< For xg « Z

< STSy = (([xo] ) , [ xo0l2 )

[y == (HAg‘g:Hmd) = ( xol1, (Ix0]1, [xo]z))

n: circuit size




Plonk SRS Update (SU)

< Given:
O SrSj_q = (([x{‘_l]l):_l, [xi—1]z)

< Sample X; « Z,
< Set [x;]:=x; - [x-112;
and [x{‘]l: = f{‘ - [x{‘_l]l fork=12,..,n

“ STrS; = (([xk] )n [x;] )

¢ I0; = (499,11 = ([x;]4, ([x]4, [%]2))

—->n multiplications in E;, 1 multiplication in E,
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Plonk SRS Verification (Prover)

2 Given:

o srs = (([xf,),_ Tule)
o My = ([x]y, ([%]1, [%:]2))

< Fork =1,2,...,n: check [x{"]1 o [1], = [x{‘_l]l o [x}]

2

-> 2n pairings




Plonk SRS Verification (Verifier)

< Given: n: circuit size
o srs; = (( k] ) . ) i # updates
o Forj=0,1,..,iII = ([ AM(EAMEIN)
» Check that [xy]; = [Xs]4
“ Forj=0,1,...i: check [%;| «[1], =[1]; « [%],
“ Forj=12,..,i: check [x;] e = [x;_ 1] o [%],

< Forj=1,2,..,n: check[ ] [1], = [xk 1] [xil]z

= 2n + 4i — 2 pairings
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Batched SRS Verification

<+ Use the following property

e If Y tilagly o (1], = [1]4 » X; tila;], for uniformly random t;,
then [a;]; » [1], = [1]; * [a;], for each i, with high probability
< t; € {0,1}*0 or € {0,1}8° for 27%0 or 2780 security

“» Reduce pairing at the cost of multiplications
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Plonk Batched SRS Verification
(Prover)

2 Given:

o srs = (([xf,),_ Tule)
o My = ([x]y, ([%]1, [%:]2))

< Sample t, « Z, fork =2,..,n

% Check if ([xi]y + Zicatic - [xF], ) « (o= ([1]1 + Epeati[xF],) » il

—> 2 pairings instead of 2n at the cost of 2n — 2 multiplications in E;




Plonk Batched SRS Verification
(Verifier)
< Given:
o srs; = (([xk] ) )
o Forj=0,1,..,i1 ([x]] (151, [51,))
< Sample tj,s; « Zy forj=1,..,i and hy « Zyfork =1, ...,n
%+ Check that [xy]; = [Xp]1

% Check if ([%oly + Tics (4[%], + silx],) + ZhorhulxF],) « [11:
=[1]; - ([fo]z + Z§'=1tj[fj]2) + ¥ (Sj [xj—l]l . [fj]z) + (Zk=1hu[xfTH]) o xilz

- i+ 3 pairings instead of 2n + 4i — 2 at the cost of 2n + 4i multiplications in E;




Other SNARK: Sonic

(H;\gg, H}"d) ':=

(([x5]y » [asz5]; 2 [ag)a) » ([5); 5 [Z55 5 [@5%5]4  [@5%5], , [@5]5)) for

heck if (Z;Zl T4,j -[aj;rj]]) o [1],

" (T4,j ; [a'j—lmj—lh o [a;a _’J]Q)'

= 2321

(ray - [z5]

If party = V:

1. Sample {7y ;, 72, Ta;,Ta; Z;};:O; and {tk, 1y — Z;}::_n;

2. Check that [zo]; = [Zo];, [aoxo]; = [@0oTo],, and [ao], = [ao],;

3. Check if (5_o 71 - 7], ) @ (1], = [1], & (Th_o 714 [3], )

4. Check if (Tiomas-[azsly) o M, = [ o (STioom2a [ail,)

Batched SRS Verification, (/1) < BSV(srs;, (I1;)—o, party): =0 (72,5 - [Z5]; @ [a5]5);

To | veT‘if)r | (a:ll i-tinile ) updated) SIs; ~ heck if (23:1 raj - [:vj]1> o[l], = 25:1 (rg,j 1], @ [i'j]Q);
(=41, [24], [asat],) s ([@608] o oo addr),  and I o=

b [aj]z)

n 1 if all the checks passed, otherwise return L.

j = 0, 1,‘ S ;e:Ck if (Zzz_n tr - [JI:‘] ) [1]2 [ ]1 (Zk_—n k- [‘T?]Z)’
If party = P: heck if (ZZ:—71+1 ty - [ ] ) . [1]2 = ( k_—n+1 [xf_l]l) ® [331]2,
1. Sample {tl» tr < Zy }k__n heck if (Zzz_n_,#o e - [azl‘f]l) 4 [1]2 = (1, e
2. Check if (3p__, ti - [27],) @ [l = [1]; @ (Ci—_n B - [2],); e £ . [aizk] ) = fe - [2X].) o [ai].;
3. Check if (30__, . k- [z z] ).[1] i - [277],) o [543 P e poto b - [0 ’]2) y (Zk=—n.~k¢0 e [‘1]1) [ad];
4

. Check if
(Zfz —n., k#0

(Z;\l_—n k0 Uk - [all'b]1) o [,
bk lasz; ] ) (Zk_—n k0 Uk ° [5'”?
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Benchmarks

<+ Comparison of the updatable zk-SNARKS (batched vs not batched)

+»» Performance of Basilisk
o Parallelization

< Two graphs:
o Time — # updates
o Time — circuit size
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Benchmarks

A) SG/SU
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Benchmarks

B) SV, (5 updates)
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Benchmarks

D) BSV, (n =10K, m = 30K)
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Basilisk Benchmarks

F) Basilisk SG/SU
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G) Basilisk BSV,,
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Basilisk Benchmarks

E) Basilisk BSV H) Basilisk BSV,
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ldentifiable security

< ldentifying the malicious party

<» Naive: SV after each update
o Scales poorly

<+ Binary search
o Logarithmic in #updates
o All transcripts need to be stored (also srs;, not just II;)
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ldentifiable Security

BSV'®

}

BSV.®

|

BSV'%

|

BSV.'"
|

BSv 'V

SrSq ||Srsy ||srs, ||srss ||STrs, ||srss ||srsg ||srsy ||srsg || srse ||srsig ||STS11 ||STS12 |[STS13 ||STS14 |5TS15
Iy ||y || I, (|3 |4 || IIs || Hg || II; || Og || Hg |I19 |11 |12 |13 |14 ||[I45
SrSo ||Srsy ||Srsy ||srss ||srsy ||srss ||srsg ||srsy ||srsg || SrSe ||srsig |[srsiq ||STS12 ||STS13 |[STS14 ||STS15
My || O, | O, || O3 ||y | Os || Hg || 5 || IIg Iy ||I1yg |(|IIyy ||z |13 ||II1a ||II15
SrSq ||srsy ||srsy ||srss |[Srsy ||srss ||srsg ||srsy ||srsg ||Srse ||srSig |STS11||STS12 ||STS13 ||STS14 ||STS15
Iy ||, | O, || O3 |4 | HOs || Hg || Oy || Hg || Hg (g9 (Myq |12 |13 |14 |15
STSq ||STrSy || Srs, ||Srs; ||STrsy ||Srss ||srsg ||srsy || srsg ||STSg ||srsig ||srsiy |[srsiz ||s7si3 ||sTs1a ||STS1s
Iy |0, |\ O, (|3 |y || s || g || I | Hg || Ho |[I1g |11y ||ITi2 |13 |[[ha ||II15

r- ---I
STSq || TSy ||SrSy ||srss ||STsy ||srss ||srse ||srsy ||srSg ||SrSe |STS10[isrsiq lsTS12 |[STS13 |[S7S14 ||STS15
i 1
Ny |y, |, |03 |0, |05 || g |17 || g || o ||[Hye |iTlyy i|lp ||z ||l |5
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ldentifiable Security

1) Identification (n = 50K)
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Final Performance (Basilisk)

< Circuit size 2%° and 1000 updates
o SU < 6min
o BSV, <30s
o |dentification < 4 min

2 Questions?
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