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Overview

v Preliminaries about zk-SNARKs

v Our Algorithms

v Benchmarks

v Identifiable security
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Definitions ZK-proof
v Prover (knowing secret witness) can convince Verifier of a statement x

v Zero Knowledge
o V gains no information about the witness

v Subversion Zero Knowledge
o Zero knowledge, also when the srs is subverted

v Knowledge Soundness
o P cannot convince V without knowing witness

v Updatable Knowledge Soundness
o Knowledge soundness in the updatable srs setting
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What is a zk-SNARK
v Zero-Knowledge Succinct Non-interactive Arguments of Knowledge
v Zero Knowledge
v Knowledge Soundness

v SRS sampled by a trusted third party 
v 3 algorithms: (SG, P, V)
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What is a Subversion zk-SNARK
v V generates SRS
v P checks well-formedness of SRS

v Multiple Verifiers:
à MPC protocol: 1-out-of-n

v 4 algorithms: (SG, SV, P, V) 
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What is an Updatable zk-SNARK
v Distribute the setup
v Updatable Knowledge Soundness:
o If one update is honest

v Subversion zero knowledge: 
o prover checks the final SRS 

for well-formedness

v Universal
- Can be used for any circuit

v 5 algorithms: (SG, SU, SV, P, V)
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SRS algorithms
v SG 𝑑 → 𝑠𝑟𝑠$, Π$
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SRS algorithms
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SRS algorithms
v SG 𝑑 → 𝑠𝑟𝑠$, Π$
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v SV 𝑠𝑟𝑠(, Π+ +,$
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SRS algorithms
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v SV 𝑠𝑟𝑠(, Π+ +,$
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v P 𝑅, 𝑠𝑟𝑠(, 𝑥, 𝑤 →⊥/𝜋

v 𝑉 𝑅, 𝑠𝑟𝑠(, 𝑥, 𝜋 → 0/1
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Popular Updatable zk-SNARKs
v Sonic
v Plonk
v Marlin
v LunarLite
v Basilisk

-> Pairing-based with the shortest proofs
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Popular Updatable zk-SNARKS
v Sonic
v Plonk
v Marlin
v LunarLite
v Basilisk
v Counting Vampires
o Shorter 𝜋 at cost of larger 𝑠𝑟𝑠
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Our contributions
v Setup Algorithms for 5 popular Updatable zk-SNARKs
o Implementation and practical comparison

v Different SV algorithms for P and V
v Batched versions of SV (BSV) 
v Altered Marlin SRS
o AGM does not cover attacks like hash-to-curve

v Identifiable security in updatable SRS model
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Our general strategy
v Subversion Zero-Knowledge
o SV that checks well-formedness final SRS

v Updatable Knowledge Soundness
o SV that checks the correctness of intermediate proofs and final SRS

v Split Π into
o Π!"" :	Aggregated elements for well-formedness
o Π#$% : Individual proof for each update (not needed for P)

v Batched verification to improve efficiency
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Maths Notation
v Additive bracket notation:

v in group 𝔾-, (for 𝜁 ∈ {1,2, 𝑇}): 
𝑎 - = 𝑎 1 -

v Bilinear pairing: 
𝔾*×𝔾. → 𝔾/: 𝑎 * • 𝑏 . = 𝑎𝑏 /
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Plonk SRS Generation (SG)
v For	𝑥$ ← ℤ0∗

v 𝑠𝑟𝑠$ ≔ 𝑥$2 * 2,*

3
, 𝑥$ .

v Π$ ≔ Π455, Π637 ≔ 𝑥$ *, 𝑥$ *, 𝑥$ .

19

𝑛: circuit size
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Plonk SRS Update (SU)
v Given:
o 𝑠𝑟𝑠!"# = 𝑥!"#$

# $%#

&
, 𝑥!"# '

v Sample 𝑥̅% ← ℤ&
v Set 𝑥% ': = 𝑥̅% ⋅ 𝑥%() '; 

and 𝑥%* ): = 𝑥̅%* ⋅ 𝑥%()*
) for 𝑘 = 1,2, … , 𝑛

v 𝑠𝑟𝑠% ≔ 𝑥%* ) *+)

,
, 𝑥% '

v Π% ≔ Π-.., Π/,0 ≔ 𝑥% ), 𝑥̅% ), 𝑥̅% '

à𝑛 multiplications in 𝐸), 1 multiplication in 𝐸'
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Plonk SRS Verification (Prover)
v Given:
o 𝑠𝑟𝑠& = 𝑥&' ( ')(

$
, 𝑥& *

o Π+ = 𝑥& (, 𝑥̅& (, 𝑥̅& *

v For 𝑘 = 1,2, … , 𝑛: check 𝑥(2 * • 1 . = 𝑥(2)* * • 𝑥(* .

à 2𝑛 pairings
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Plonk SRS Verification (Verifier)
v Given:
o 𝑠𝑟𝑠! = 𝑥!$ # $%#

&
, 𝑥! '

o For j = 0,1, … , i, Π( = 𝑥) #
, 𝑥̅) #

, 𝑥̅) '

v Check that 𝑥1 ) = 𝑥̅1 )

v For j = 0,1, … ,i: check 𝑥̅2 )
• 1 ' = 1 ) • 𝑥̅2 '

v For j = 1,2, … ,i: check 𝑥2 )
• 1 ' = 𝑥2() )

• 𝑥̅2 '

v For j = 1,2, … , 𝑛: check 𝑥%* ) • 1 ' = 𝑥%*() ) • 𝑥%) '

à 2𝑛 + 4𝑖 − 2 pairings

22

𝑛: circuit size
𝑖:  # updates
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Batched SRS Verification
v Use the following property (BellareGR98)
v If ∑( 𝑡( 𝑎( * • 1 . = 1 * • ∑( 𝑡( 𝑎( . for uniformly random 𝑡(,

then 𝑎( * • 1 . = 1 * • 𝑎( . for each 𝑖, with high probability
v 𝑡( ∈ 0,1 :$ 𝑜𝑟 ∈ 0,1 ;$ for 2):$ 𝑜𝑟 2);$ security

v Reduce pairing at the cost of multiplications
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Plonk Batched SRS Verification 
(Prover)
v Given:
o 𝑠𝑟𝑠& = 𝑥&' ( ')(

$
, 𝑥& *

o Π+ = 𝑥& (, 𝑥̅& (, 𝑥̅& *

v Sample 𝑡2 ← ℤ0∗ for 𝑘 = 2,… , 𝑛

v Check if 𝑥( * + ∑2,.3 𝑡2 ⋅ 𝑥(2 * • 1 .= 1 * + ∑2,.3 𝑡2 𝑥(2)* * • 𝑥( .

à 2 pairings instead of 2𝑛 at the cost of 2𝑛 − 2 multiplications in 𝐸*
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Plonk Batched SRS Verification 
(Verifier)
v Given:
o 𝑠𝑟𝑠& = 𝑥&' ( ')(

$
, 𝑥& *

o For j = 0,1, … , i, Π, = 𝑥- (
, 𝑥̅- (

, 𝑥̅- *

v Sample 𝑡-, 𝑠- ← ℤ.∗ for j = 1, … , 𝑖 and ℎ' ← ℤ.∗ for 𝑘 = 1,… , 𝑛

v Check that 𝑥0 ( = 𝑥̅0 (

v Check if 𝑥̅0 ( + ∑-)(& 𝑡- 𝑥̅- (
+ 𝑠- 𝑥- (

+ ∑')($ ℎ' 𝑥&' ( • 1 *

= 1 ( • 𝑥̅0 * + ∑-)(& 𝑡- 𝑥̅- *
+ ∑-)(& 𝑠- 𝑥-1( (

• 𝑥̅- *
+ ∑')($ ℎ' 𝑥&'1( • 𝑥& *

à i + 3 pairings instead of 2𝑛 + 4𝑖 − 2 at the cost of 2n + 4𝑖 multiplications in 𝐸(
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Other SNARK: Sonic
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Benchmarks
v Comparison of the updatable zk-SNARKS (batched vs not batched)
v Performance of Basilisk
o Parallelization 

v Two graphs:
o Time – # updates 
o Time – circuit size
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Benchmarks
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Benchmarks
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Benchmarks
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Basilisk Benchmarks
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Basilisk Benchmarks
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Identifiable security
v Identifying the malicious party

v Naïve: SV after each update 
o Scales poorly

v Binary search
o Logarithmic in #updates
o All transcripts need to be stored (also 𝑠𝑟𝑠&, not just Π&)
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Identifiable Security
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Identifiable Security
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Final Performance (Basilisk)
v Circuit size 2.$ and 1000 updates
o 𝑆𝑈 < 6 𝑚𝑖𝑛
o 𝐵𝑆𝑉2 < 30 𝑠
o Identification < 4𝑚𝑖𝑛

v Questions?
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