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Password breaches are ubiquitous
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Cryptography has good solutions for this!

• OPAUQA: Password-Authenticated Key Exchange

• Password-Protected Secret Sharing

• Password-Protected Chat Backups

user@name
XXXXXX

They all use oblivious pseudo-random functions!
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Oblivious pseudo-random functions have 
even more applications

• Privacy Pass

• Private Set Intersection

• Single Sign-On

A B
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Oblivious Pseudo-Random Functions (OPRFs)

pw key
OPRFPRFkey(pw)

• Output is pseudo-random
• Server doesn’t learn pw
• Client doesn’t learn pw

Client
Server
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2HashDH   [JKKX16]

r←ℤq
a=H1(pw)r a k∈ℤq

b = ak
b

h=H2(pw, b1/r)
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The spoilsports

Shor’s algorithmsQuantum computers
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Post-Quantum OPRFS

• For many crypto tasks, we have good PQ algorithms

• For OPRFs: Several constructions proposed
• Lattice-based: Not yet practically efficient [ADDS19, ADDG23]

• Isogeny-based: One broken construction. Three others are proposed 
[BKW20,HMR23,Basso23]

• Promising candidates from new ‘Dark-Matter’ weak PRF [BIPSW18, DGHIKS21]

SPHINCS+
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The Garbled Circuits approach

• Proposed by Pinkas et al. [PSSW09]
• Garbled Circuits only need PQ oblivious transfer

pw keyGarbled
PRF 

Circuit
PRFkey(pw) ⊥
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Garbled Circuits [Yao86]

0 1 0 101

∨ ∧ ∧ ∨

¬ ∧ ∧ ∨ ∧

1 1 1 0

…
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The Garbled Circuits approach

• Proposed by Pinkas et al. [PSSW09]
• Garbled Circuits only need PQ oblivious transfer

Questions:

• Security sufficient for applications? 
=> Universal Composability (UC)?

• How efficient?

pw key
Garbled

PRF 
Circuit

PRFkey(pw) ⊥
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Limitations of ‘plain’ Garbled Circuits

• OPAQUE proof requires for corrupted servers:

Environment Environment
≈

OPRF
protocol

ideal
OPRF

keyx

= PRFkey(x) $out<U(x),S(key)>
deterministic randomSebastian Faller 12



We showed:

• Garbled Circuit OPRF can be made composable (using programmable 
random oracles)

• It is impossible to achieve UC secure* OPRFs using non-programmable 
random oracles

• The OPRF definition of [JKKX18] is strictly stronger than another 
proposed OPRF definition [CL17]

*using the OPRF definition of [JKKX18]
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Benchmarks
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Benchmarks
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Benchmarks
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Open Problems

• Malicious Server?
• Actively secure GC not sufficient
• Extraction problems
• Maybe use weaker OPRF definition?

• Implementation of UC secure and PQ secure OT OT
m0,m1 b

mb
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Conclusion

Limitations
• Malicious server security 

seems hard to get
• Benchmarks should be taken 

with a grain of salt

Contributions
• Garbled Circuit-based OPRF can 

be adapted to be composable 
(assuming semi-honest servers)

• Assessed concrete performance 
in comparison to other OPRFs

• Gave impossibility result and 
related two commonly used 
OPRF definitions
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