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About this talk

* Violate security guarantees in threat model
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- Secrecy, integrity, authenticity Who are the entities?
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* Anonymity, deniability, committing What capmbikizes o they have;
* Not usually: availability, consistency, etc.
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How is real-world cryptography attacked?
Why do research on attacks?
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Is attack research scientifically valuable?

Why are attacks possible?

* Provable security: rigorous way of ruling out attacks

* Important distinction: attack on paper vs. system
* Security proofs don’t apply to systems!

* Several ways attacks can happen:
* Implementation of cryptography is wrong
* Wrong cryptography is used
* System "surrounding” cryptography doesn’t provide the right guarantees
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Why do attacks research?

Need to find vulnerabilities before hackers do
It’s fun @

Occasionally get paid (bug bounties)
Publish papers

Are attacks scientifically valuable?

Common criticism: “implementor just made a mistake”
True sometimes, but implementor mistakes often point to deeper issues

Provably-security implications

* Proofs are wrong/vague/underspecified
* Proofs don't rule out some attack

= Proof does not apply to deployed crypto (use wrong primitives to instantiate)
* Meaningful attacks go outside ‘'model’ of proof.
= May need new/better models!
Cryptography design implications
= Need schemes that are hard to use incorrectly
* |nvalid curve attacks, authenticated encryption, small subgroups, ...
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Talk Outline

Three case studies:

1. Weak Fiat-Shamir Attacks on Modern Proof Systems
Dao, Miller, Wright, G. (IEEE S&P ‘23)

Proof Systems from Fiat-Shamir
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Strong Fiat-Shamir for Adaptive Security
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Weak Fiat-Shamir and Attacks
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Security:

Soundness: If x has no w, then V rejects. x;’? S ¢ P d |Adapt|ve

Knowledge Soundness: iV accepts, then p= x ./ ? E =

" "
must "know” w. ompute 17 and x
simuitaneousty
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Weak Fiat-Shamir and Attacks
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Weak Fiat-Shamir and Attacks

—
2w | |
rl Hie,

N s .
Simple L-Protocols 3N Modern Proof Systems
Weak
(e.g. Schnorr) FiateShifeir (e.g. Bulletproofs)
StatIHrETT R - - - i v . —
BT E . : : .
How not to Prove Yourself: I § s TGy e

1. Are there Weak Fiat-Shamir Attacks against Modern Proof Systems?
2. Do Modern-Day Systems Implement Weak Fiat-Shamir?

‘H 3. How Severe are Weak Fiat-Shamir Vulnerabilities?

12
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*  Survey of 75+ open-source
imglementations:
36 weak F-5 vulnerabilities across 12
different proof systems.

*  Explicit Attacks against Bulletproofs, Plonk,
Spartan; and Wesoslowski's VDF:
Provably break adaptive (knowledge)
soundness,

«  Case Studies of Practical Impacts:

Create unlimited currency in two
blockehaln protocols

Results
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Weak Fiat-Shamir Attacks

(as easy as solving a linear equation)

14
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Schnorr proofs
Generates group (= of order B

\
P(X,x, & P) VX, g, p)
ré—siy i g R
C csZ,
zer+cx 7
gz ; R.-X°¢
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Schnorr NIZK (Weak F-S)
PHl:err gr p] VH[K, g, p:l
= ]
T8k 3 AL g
c— H(R)
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¢+ H(R)
g* S R-Xc¢
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Adaptive Attack on Weak F-S Schnorr

PHI:g’ p:l VH[EI‘ F}
R+slz
¢+ H(R)
s Z
S (x*,R, 2
X* (g7 /R)'" g
X v /
P (provably) doesn't know DLOG of X~ C 'F‘I{R}
=» tan’t extract. Breaks knowledge soundness! Hz .._?. R- I{X$}C
[BPW12]
17
Bulletproofs - Protocol Description
regate Range Proof Relation; P ""_y 287
o V, = g" Uk, .V, = gluhin .u D
. Vv, € (0,27 = 1] E,b 5 :

Note: 7, = g" b, I, = g h™ in an honest proof
¢ inner Product Argument (IFA]

{with £, ;. f>. fl- known by P) foci = (LY, _

|along with |PA check)
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Bulletproofs - Weak Fiat-Shamir Attack

.5
re Range Proof Relation: p o "
Y.z
L] 1}-"| :gl-lhu"'l'l| Ay ‘Vh.:g.l-“hrm rb - — @
. P]"“!‘valu" 2H_-]‘] E \ &
Weal F-S Attack: When V. ..., V| are not hashed ol J

¢ inner Product Argument (IPA]

1. Compute P's messages using an orbitrory witness; fori = (Lr)

o Set T, = g"h", T, = ghh¥: for arbitrary t;, 1, . Ps.

2. Solve for vy, ..., Vyy ¥1s - --s ¥y that satisfy (1)

v1-23+ +vmz'"+1 — ?—E(y,z,)—r!x—rzxz

(1)
N+ oty == fx— i
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Practical Impacts

21

10



3/10/23

Overview of Vulnerable Implementations

Which projects are vulnerable?

= Most are clearly; proof of concepts, academic projects, or marked
as non-production ready.

* Most implementations in production are not affected s St 10

Liilirapemsy |22

22

Case Study: Incognito Chain

== (O) Incognito i The privacy layer of crypto
6

$250M+ +6M 100+ L

'EE-T-ER-T-

000 o0

23
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Case Study: Incognito Chain
Description: The privacy layer of crypto

Proof Relation:

« Equality check: z Yin = E Vot +— enforced by (linkable) ring signature

€ [0,2% — 1], ¥ input & output < enforced by BP aggregate
range proofs

+ Range check: v, .v .

Wealk F-S Attack:
'F"I='|.-"3+1'_[+V4

Choose v, . v, tosatisf -
. in* Yaur ¥ # v,zz+1=3;:5+1-'3:4+1' 35:1_5{_}:‘2]_!.[1__:1):1

equality check as well as
. L]
BP verification equation ni+rn ' + 73 Pty = fo=prx=ps X

{input v; and outputs vs, g, ¥y}

24

Case Study: Incognito Chain

Description: The privacy layer of crypto

Proof Relation:

« Equality check: 2 Viy = Z Vi «—— enforced by (linkable) ring signature
« Range check: v, € [0.2% — 1], ¥ input & output <= enforced by BP aggregate
range proofs
1 PRV
Weak F-S Attack: A9 = g _
P}:Wg""'?i""‘ 1 bazillion PRV!

« Choose v, , v, tosatisfy AT e § = )
_ = (V) (Va7 " = =8y, ) - x—tx"
equality check as well as # @+ +Hie" + (y.2) =1, s

BP verification equation N+ R +n+y, z7 = = prx— ﬁ:-‘:z

{input v; and outputs v, vq, ¥y}

25
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Case Study: Incognito Chain
Description: The privacy layer of crypto

Proof Relation:

« Equality check: z Vi = E Vou +— enforced by (linkable) ring signature
» Range check: v, .v € [M — 1], Vinput & output & enfarced agaregate
range proofs

Wealk F-S Attack: LPRY

‘: (Vay+va+ 0 1 bazillion PRV!

« Choose v,,, v, tosatisfy Tk § _ a 3
i 1Y (V4 " =1=8(y.2)—hx—tx
equality check as well as # @Z + 2 + ez + (y.2) =1, 3

BP verification equation " Z+ i} '+ 73 Pty = fo=prx=ps X

{input v; and outputs vs, g, ¥y}

26

Why is there so much weak F-S?

27
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Insufficient Coverage of “correct” Fiat-Shamir

How is Fiat-Shamir presented in academic papers?
1. Mention that Fiat-Shamir can be applied, with no specification for the transform.
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Insufficient Coverage of “correct” Fiat-Shamir

How is Fiat-Shamir presented in academic papers?
1. Mention that Fiat-Shamir can be applied, with no specification for the transform.

2. Attempt to specify Fiat-Shamir:
= (some) do not get it right on the first tryl

Compute quotiont challenge noe &,
(December 2019)
e e Mol (bl ety 2100

| wetig the Fial-Shimis

Wi dleserilue the gootoeed Bedoke ba g noneindaracgive jaeotaoe]
For this pmrmome v Ir..quﬁ.; ik by h?ﬂ'lu‘l: I|'I||- comoidemntbon of e :MEH’.‘h anu}
whial gombillin biigaaid. .l-|J!| 113 kil athriinaits wreitton v the
TN

Plonk:

b st i

R R TR R ez IBLEHINE .

prover up toa cortajs polat in cose, W use tramsenpt for obtaining random challrog

29
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Insufficient Coverage of “correct” Fiat-Shamir

How is Fiat-Shamir presented in academic papers?

1. Mention that Fiat-Shamir can be applied, with no specification for the transform.
2. Attempt to specify Fiat-Shamir:
= (some) do not get it right on the first try!

lullenges ane replocel by foskics of Die toseseciya g to Chal poind . For instonoe y © H{AL S anal

M5, {luly 2018)
Bulletproofs: 1
Tl Tor exainie e ot o 3= AL A s M SN et g ot (AR 2077)
(in response to our FrozenHeart disclosure)
30
Talk Outline
Three case studies:
2. Attack on Facebook’s Message Franking protocol
Dodis, G., Ristenpart, Woodage (CRYPTO ‘18)
31

15
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End-to-end encrypted messaging

Messagel @ Message /)
-lm
provider e

BOFLO

wu:k.r

32

Providers want to help users with abuse

)

1%5#! iL‘

Service Hesaid 1%5#!
provider o

Tension between E2E security and functionality

33

16
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Background on Message Franking

@ - lo6sa! L)

1 -

196541 (] - B

—— 1
S

Service provider

[Facebook 2016]:
Moderation for E2EE Secret Conversations
via cryptographic proof of msg contents.
Called technique message franking

[Frosch et al. 2014]
[Cohn-Gordon et al. 2016]
[Bellare et al. 2017]

[Jaeger and Stepanovs 2018]
Lots of academic work on E2EE chat; less on ' [Coretti et al. 2019]

E2EE + moderation. Many questions arise...

34

E2EE content moderation

I%s#ll .'II !%5#!.1"1'

L &

1%5#!, TU

Service provider ¥
* 0/1 = Verify(19:5#!, TT)
If “proof” verifies, take action _(
against sender (block/ban)

“Proof” 19%54!
was received

35
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E2EE content moderation:
threat model exercise

1. Who are the entities?
2. What guarantees might the protocol want to make?
3. If some entity is adversarial, how could they try to break guarantees?

36

Security for E2EE content moderation
o -4
O_?: ) Service provider ¥ _j&_/

= 0/1 = Verify(1%5#!, TT) Proof 1984
If proof verifies, take action e

against sender (block/ban)

196541 [

196511 Ll

1%5#!, TU

1) Receiver can’t report a message not sent
2) Sender can’t send a message that can’t be reported

3) Confidentiality for unreported messages
4) Only service provider can verify reports

37
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Facebook’s message franking protocol

— —_— -
f@ = K Bl Hﬁ#ll!h Cs Ky, 1%5#! ' Cy, Teg ‘x
Opaque lockbox: Service provider 4
binding & hiding
Tag includes
Sender commits to message: Cg = Com(Ks, M) metadata (IDs)

Encrypt message along with opening Kg

Provider applies secret-key Tag to Cs to generate Tgs (fast because Cg short)
Receiver decrypts, retrieves Kj, and verifies Cg

38
Facebook’s message franking protocol
¥ A -y A Ko, HSHIQ) Cy, Trg o @
\o__ 'jh"“:: KB ’ I%s#! ¢ cﬂ: T.Fﬂ :.'_"_“15. : /
€y = Comik,, 1%$# Service provider ¥ - - K. 1%3H
g = Com(Kg, ! f) Tes = Tag(md, Ca) s =7 Com(Kp, )
To report abuse, send message as well as K, Cg, Trs
Provider can verify Cg, Tgg, convinced that message was “ 1%5#! ”
Attachments (images, videos) handled differently. URL content not reportable
[GLR17]: without attachments, yes
[DGRW18]: with attachments, no!
39
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Security of message franking

Kq , %54 f!" Coi T

KB L I%s#! ’ cﬂ: TFB

K. %S g €,
1 Y

Service provider <

Cx=?0C Kz, 19654#]
Trs = Tag(md,Ca) # ol 1éoH)

Cg = Com(Kg, 1565#!)
1) Cgcommits, Tes
contains identities
1) Receiver can’t report a message not sent 2) Cgis verified
2) Sender can’t send a message that can’t be reported by receiver
3) Confidentiality for unreported messages 3) {authentfcated] 'encrvptiﬁn

4) Only service provider can verify reports 4) only FB knows
Tag key

40

Security of message franking

Ko, %SH1IGD Cgy Teg 3

Ky, 1%S#!, Cy, Ty =

Service provider ¥
Tes = Tag(md, Ca)

2) Sender can’t send a message that can’t be reported

41
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Facebook’s attachment franking protocol

Service provider

Sender commits to attachment key: Cg= Com(Kg, K )

Encrypt file encryption key Ky, along with Kg

AES-GCM encrypt attachment: AES-GCM( K. , file )

Receiver decrypts as before to get Kp, and then decrypts attachment

42

Facebook’s attachment franking protocol

B4 3 Ko, Kue byl G5

S LT

To report abuse, receiver opens Ky, and other recent messages

Facebook checks openings & decrypts all unique AES-GCM ciphertexts
to add them to abuse report

43
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Facebook’s attachment franking protocol

¥ Ko, Kl Co_
m ; : file,
o —

Service provider ! ;

_ e, B g 25 Koz Knea 1) 25,725

ﬂfgzl.-] % file2 |
— fe2ly, |
KB ’ Kﬂl‘el c.! L TF!
Kaz ' kaz # czBr TZ.FB

o

To report abuse, receiver opens Ky, and other recent messages '

Facebook checks openings & decrypts all unigue AES-GCM ciph ertexts’
to add them to abuse report

44

Our attack exploits AES-GCM

Kﬂaxﬂkln 1 c

T

i 4
E}; “5_/

o

|K.E ’—Kﬂﬂg' CBJ .T'F'E 2= '..1..,

Service prmrlder

Ksz, Kﬁf_"lgl C25,T2¢5

. |ﬂ& _. 3. receiver
B K Kos Go T O
2. send ciphertext e Tflet T8I 8
twi s Kz, kaz.a C2;, T2,
wice - Km’xﬁh} "
1. Craft special AES-GCM ciphertext: 4. Only the innocuous
* Decrypts under K, to innocuous image image appears in
* Decrypts under Kmta abuse image report to Facebook!

45
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Our attack exploits AES-GCM

How do we do this?

/

1. Craft special AES-GCM ciphertext:

* Decrypts under K, to innocuous image
* Decrypts under K, to abuse image

46
Our attack exploits AES-GCM
Take just encryption part of AES-GCM: CTR mode
Ciphertext decrypts under two different keys!
l J Plaintext
52
@~ | Pad
Derive Pad !
v Ciphertext
Derive Pad’ &
|;-.- _."'_ Pad’
I
P—— plaintext’
47
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Our attack exploits AES-GCM

Take just encryption part of AES-GCM: CTR mode
Ciphertext decrypts under two different keys!

Plaintext
Two questions remain:
- Won'’t AES-GCM'’s MAC prevent decrypting with the wrong key? No.
- How do we get both decryptions to be valid images? [t’s complicated.

DaA
I Ol

Plaintext’

48

Our attack exploits AES-GCM

1. craft special AES-GCM ciphertext:

* Decrypts under K, to innocuous image
* Decrypts under K., to abuse image

But isn’t AES-GCM a secure authenticated encryption scheme?

Yes, but ... this type of attack is not standard
attacker gets to choose Ky, and K.,

GCM's ciphertexts do not commit to plaintexts.

49
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Abusive JPEG seen by receiver, Innocuous BMP
but not in abuse report in abuse report

Disclosed to Facebook
Thanks to Jon Millican for answering questions!

They fixed by changing report generation logic

Awarded us a bug bounty *iz\\
AR

50
-
Key Commitment
. jlince this dumrk, several more practical attacks Practical Challenges with AES-GCM and
segvers the need for & new cipher

* Common AEADs do not provide the right guarantees _

for many applications ;ﬂ;f“““ﬂ; m::; s
* Ongoing work on building key-committing AEAD Flrié: Crockit Adlarm Petcher

sariccroflamazon . com apatchar@amazon . com

Eifficient Schemes for

" Context Discovery and Commitment Attacks’
Clommitting Authenticated Enervption
B Huw to Break CTM, EAX, SIV, and Mare
Moon Brooans® Vi Tuno Thoawe® Silertl Wimids Jilli T Paud (ks Thnimas Ristargui
Coenall Ty Crewitll Tirchy Uimerury &F Mchygae Uil Tk
Florss i Abuise uned Fin Avpthenested nersption Withoot Key Cimmi i
Partitioning Oracle Attocks

Angm Albiini!, Thai Deseg!, Shay Gosron ™. S1efan Baal'. Al Lvks’, b S Sckaiey'

Julie Lemy Powl Grubibs Thomas Bisenpon T
Swurily Beginoering Rewesss, Govgle
Crarmel! Tech -'lhwmu.;.--:ﬂ (T

* Ao

51
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Talk Outline

Three case studies:

3. Why Your Encrypted Database |s Not Secure
G., Ristenpart, Shmatikov (HotOS ‘17)

52
Outsourced applications today
_ data
= SONY
hacked.again
53

26
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Solution: encrypt the data!

App functionality no
longer works :( ’ e N

54
Solution: encrypt the data!
Encrypted
data
» Searchable Encryption uge-”- ’
* Deterministic Encryption  property-revealing
* Order-revealing Encryption encryption (PRE)
55
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Building secure systems

#

Vi

e Silin
e u\?, __H‘}// \"

56

57
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Building secure systems

58
Threat models
. i

7 Server o

| )

f /

3| N,

t_, -

Snapshot: existing systems explicitly . | M~
claim securii =g

60
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Snapshot: existing papers explicitly claim security
if no queries are in the snapshot

This is false. Real snapshots have query information.

Implication is confidentiality loss in
Seabed, CryptDB, Mylar, Lewi-Wu, etc.

61
System Abstraction
"FDEI 3\ Volatile
Memory
Persistent
Storage
e T J
62

30
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Real-world Attacks

Full-system
compromise

VM

snapshot
leak

5QL Injection

Disk theft

63
Case Study: MySQL
MySQL is running example, but
other widely-used DBMS’s have
these features
b

31
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Threat model What MySQL leaks Attack gnahled
against
Disk theft MVCC data Arx's range query
structures index
SQL Injection Past query statistics Seabed’s SPLASHE
scheme
Full system ‘
compromise or VM | Text of past queries prtDB;t';EW*f Wu,

snapshot leak

65

Disk theft

Healthcare IT News

Privacy & Securlty

Stolen laptop leads to breach
notification for 20,000 Lifespan

patients

Hard drive stolen from Jackson Memorial Hospital

What happened? The hard drive was stalen from the hospital's data center, which is secured by

cyberlocks and swipe cards. Soveral dozen people bave access to the conter

66
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Logs on disk

General guery log records all Data modification queries can
queries, but is not widely used. be reconstructed from these logs

Binary log records modifications, [FHMW "10,FKSHW "12]
used for replication and recovery.

Modern S0L databases achieve

multi-version cancurrency control (‘
using log data structures

/ “\_\

Insert

Select MWL log

in BN
Update Ur 1l )
- r\"‘—-=-r“"
\ j
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Arx (VLDB '19) Poddar et al.
Range queries via chained
garbled circuits: tree nodes
become consumed, need
replacing
»=2 LLI Ty 1
. >=72 E.(5
X > >=2 1 [E5) e
| used up these il o
!
< nodes. >=2 U | Ed3) E.(7)
Here, refresh nodes / \
with these ciphertexts
e Ex(1) E(2) *
E(3) || Ex(2) | E
El3)
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. Poddar et al.
Logs on disk + Arx BE—

Range queries via chained
garbled circuits: tree nodes
become consumed, need
replacing

Consumed nodes immediately
replaced — stored in MVCC log!

Query access pattern is recorded (

on disk. Can recover queries and 4 12 \
plaintexts using [GSBNR] or [LMP] ITJI_/'I;
W71

E(2)

Here, refresh nodas s e = - .
with these ciphertexts Up | E3)
Up | EdZ}

_
E(3) |[Ed2) | we [Eds) | /
Ei(5) \ J/

Threat model What MySQL leaks Attack gnahled
against
Disk theft MVCC data Arx's range query
structures index
SQL Injection Past query statistics Seabed’s SPLASHE
scheme
Full system
compromise or VM | Text of past queries CWDtDB;tl;ewif Wu,

snapshot leak
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SQL Injection

Akamai: 5QLi accounted for 51% of all
web application attacks in 2016

(r s "\_\

Runs here

Malicious code

71
Diagnostic tables
information _schema stores
current query for all users,
contents of buffer cache
performance schema stores
current query for all threads, , \
statistics for past queries ( f,mém ;:?’#_
Insert Inserts: 2
€ ﬁ } Selects: 1
Select e 1" -1
< D
Insert
<€ > k \ J
72
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Seabed (OSDI ‘16)

Mame Has malarla
Paul Grubbs

Thomas Ristempart
Vitaly Shmatikov

Plaintext recovery for deterministic
encryption in CryptDB by
frequency analysis: match data
histogram to auxiliary model [NKW]

“Big Data Analytics over Encrypted Datasets with Seabed"
Papadimitriou et-al.

73
i
Seabed (OSDI ‘16)
Mame Has malarla
Paul Grubhs
Thomas Ristempart
Vitaly Shmatikowy
SPLASHE: ("Has malaria"=1) ["Has malarin“=0)
Each possible plaintext gets -
its own column. aspoiwnpoinio
WHERE clause transformed petryoiueytiew
to correct column. Xnemxnemben | Ed0)
SELECT Count{"Has malaria”) WHERE “Has malaria”=1 SELECT Count'(C2)
"Big Data Analytics over Encrypted Datasets with Seabed"
Papadimitriou at al.
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Diagnostic tables + Seabed

SELECT Count( )

<€ >
SELECT Count(C )
W——

“Big Data Analytics over Encrypted Datasets with
Papadimitriou et-al.

Use frequency analysis to
recover column values,
can recover more with
Enhanced SPLASHE

< >
SELECT Count(C2) === = =

T ==

F‘E rformance schema:

Selects for £20 1
Selects forc 1 2

\
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- -
Diagnostic tables + Seabed

Plaintext Schema Schema with Enhanced SPLASHE
(country [salary | country  [salaryUSA  |salaryCanada | sslaryOthes
| Ush L0000 DETIChile) ASHE[100000) | ASHE[D) ASHE(D)
| irsh, Blh i) DET{irag) ASHE[100000) | ASHE(D] ASHE[D)
| Canada | 200000 DET(China] | ASHE[] ASHE|200000) | ASHE(D)
lusa | 300000 DET{lapan) | ASHE[300000) | ASHE[) | ASHE(D)
| Cinadds | 500000 _D;;;:-qur\l} .u.s_HE[m n.snE[suuuuu; .!\s_rsau]
| Canada n i o] DET{LLK} ASHE[H] ASHEBOODOD) | ASHED)
| india 100000 DET{iraia) | ASHE[D ASHEI ASKE[DO000)
| It 100000 DETWndal | ASHEI) BSHE() ASHE(100000)
| Chile 20000% DET{Chile) ASHED] ASHE[D) ASHE|Z00000)
lirag D000 DENrsg) | ASHER ASHE(D] ASHE|200000)
| thina SN DET{China) | ASHEID) ASHEID) ASHE|S00000)

lagon | BOGOOG DET(apan) | ASHE(D] BSME(D) ASHE(A000OD)
| izpael LA DET{lsraed) | ASHE[D) MSHE[D) AEHE[130000)
| uk. 21000K) OET{LLK ASHE(D) ASHEID) ASHE{210000)
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Threat model What MySQL leaks Attack gnabled
against
Disk theft MVCC data Arx's range query
structures index
SQL Injection Past query statistics Seabed’s SPLASHE
scheme

Full system
compromise or VM
snapshot leak

Text of past queries

CryptDB, Lewi/Wu,

etc.

17
Full system compromise
SEEIIIIIT‘:'WEEII Leakage of sensitive data at
.n_ . mﬂ— - L S l--'lu'-n-n 05 [EUE! '}5 WE"-StLIdiEd
[CPGR,DLIKSXSW]
g E:E::l MySOL Zero-Day EXposes Sarvars 1o |
We fncus on DBMS address ( \
space, things inaccessible  |— P 2y
to any DBMS user =
<€ > - T T T T T
] )
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Data structures and caches

“Adaptive hash index” tracks accesses to pages, creates

index over page automatically.

MySQlL guery cache stores select queries and results,
other query caches (memcached).

MySQL manages internal heaps,
does not zero freed memory!

-

/ N\
Insert > = = '
=
Select ey e - _ -—
Select

K"
79
Token-based systems
CryptDB, Mylar, Lewi-Wu, other St there
searchable encryption schemes Sﬂ“thm-
cannot be semantically secure if -
: Still there.
attacker sees a single search token still there
Select (
= [ B
1,000 random
selects... -r-rT-—=—- -1
Waited a while...
100,000 more \ J
random selects... k
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Snapshot attacks

Recent work on MongoDB’s queryable
encryption showed attacks like these

against a real system

MongoDB Eﬁq@gngﬂhuewabie Encryption

with Equality Query Type Support

Security Analysis of MongoDB Queryable Encryption

Zichen Gul, Kenneth G. Paterson, and Tianxin Tung
Department of Compuier Scienee, ETH Zurich, Zurich, Switzertand

81

Summary of case studies

82
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Takeaways

Attacks are fun!
To find new attacks, start with threat models.
Understanding security proofs is hugely helpful
Look to new kinds of cryptography being deployed
« ZKP, MPC, PIR, encrypted search, ...
Interplay between cryptography and systems is complex, subtle

paulgrub@umich.edu

@pag_crypto
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Plonk - Protocol Description 5 Public

Constraint System: gt N put

o Gate Vectors: @ = (32, Wi, b = (2, Wiw,), T = (Wy, W3l 10)

= (Gate Constraints: ﬂ-l -+ bl - Cl' ﬂ.z sz = Cz, ﬂ'.g sz = EE

« Consistency Constraints: @z = by, a; = ¢,,b; = ¢, R = =

Verification Equation:

k ‘ Batching Challenge Evaluation Point
- SN, ' ™~
Sl / CIPIYH EQQQ) + @ Per(Q) + a2+ (2(8) — DL, @) = Zy(Q) “t)

(Fixed) Sealars Gate Check Consistency Check Vanishing Domain

94

Plonk - Protocol Description

Verification Equation:

BPL@
o PG e P @ (2§) - DL(§) = Zu(©) - 1)

(Fixed) Sealars Gate Check Consistency Check Vanishing Domain
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Plonk - Weak Fiat-Shamir Attack

Verification Equation:

. k ' " Linear Equation
- ZPL@) N _
: / PO EQE) + @ - Per({) +a” - (2(0) — L1 () = Zy(D) - t($)

Gate Check Consistency Check Vanishing Domain

(Fixed] Scalars

Weak F-S Attack: When P is not part of hash computation (for deriving &, {}

1. Select arbitrary polynomials for the proof = compute all evaluations except PI({).

2. Solve for the public values Pl = (Ply, ..., Pl}) that will pass verification.

Degrees of freedom: can set all but ane Pl; to be arbitrary.

In Contrast: For strong Fiat-Shamir, changing Pl will also change &, {.
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